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About Browser Password Recovery Pro

Browser Password Recovery Pro is all-in-one Enterprise software to help you instantly recover
all the stored web login passwords from top browsers on your system.

It automatically detects & decrypts passwords from secret password store of each supported
browsers. Once recovered, it displays complete details including Browser, Website URL,
Username and Password. You can also generate detailed backup report in HTML/CSV format.

Also it can discover and help you remove all the stored passwords, thus protecting your
important login passwords from being stolen by hackers, ransomware, password stealers etc.

&) XenArmor Browser Password Recovery Pro Enterprise Edition =8

Browser Website URL User Name

e Chrome Browser https: /fwww.facebook.comflogin.php — ———

c Chrome Browser https:/finstagram.com == ——

t Chrome Browser https: /ftwitter.com —— —

‘u Firefox Browser https://accounts.google.com = — —

‘, Firefox Browser https: /fwww.facebook.com/ — —_— '=-
ﬂ Internet Explorer https: /ftwitter.com = = ———

O Opera Browser https: /fwww.linkedin.com = — —

e Apple Safari https://sso.godaddy.com — ——

UC Browser https: /fwww.pinterest.com/login/ — =

@ Comodo Dragon Bro...  https:/fwww.facebook.com/ — —_— =
. Tor Browser https: /faccounts.google.com B —

@ Torch Browser https: /fwww.reddit.com —— ————

Vivaldi Browser https: /finstagram.com —_— —
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Benefits of Password Recovery Pro

Here are the main benefits for you,

e Instantly Recover Your Website Login Passwords

e Recover Passwords from 15+ browsers including Chrome, Firefox, IE, Opera & more

e Supports both 32-bit & 64-bit versions of Browsers

e Recover Password of any length & complexity

e Automatically finds & decrypts password from profile location of each browser

e Recover Password from All Profiles (for Firefox, Seamonkey etc)

e Recover from Portable Browsers, Non-default Password locations, Profiles copied from
another Laptop

e Remove Stored Password from Browsers to Protect from hackers, ransomware,
password stealers etc

e Generate Password Report in HTML/CSV format for backup/auditing purpose

e Command-line version help you integrate it in your scripts/programs

e Automate your Browser Password Recovery operation daily or periodically

e Recover Firefox Passwords protected with Master Password

e Works on all Windows 32-bit & 64-bit starting from XP to Windows 10

e Standard Installer for easier installation & un-installation

Requirements

Browser Password Recovery Pro works on both 32-bit & 64-bit platforms starting from
Windows XP to Windows 10.

Here are the specific details,

Installation Size: 15 MB
RAM: 4 GB+ Recommended
Operating System: Windows XP, Vista, Windows 2008/2012/2016, Windows 7/8/10.
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Installation

Browser Password Recovery Pro comes with standard windows installer which allows seamless
installation & un-installation.

Launch the setup file and follow on-screen instructions to complete the installation as shown
below,

#y BrowserPasswordRecoveryPro Enterprise Edition Setup = =

@ Choose a file location

To install in this folder, dick Next". To install to a different folder, enter it below or dick "Browse".

C:\Program Files (x88)\XenArmor \BrowserPasswordRecoveryPro), - Browse...
Total space required on drive: 15 MB
Space available on drive: 70 GB
Remaining free space on drive: 70 GB

.

XENARMOR
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#p BrowserPasswordRecoveryPro Enterprise Edition Setup @

% Installation Progress

Registering product

Installing BrowserPasswordRecoveryPro Enterprise Edition...

You can un-install it from the Control Panel or click on Uninstaller from Installed location of
Browser Password Recovery Pro

Using GUI Version

Browser Password Recovery Pro is very easy to use. After installation, just launch it. It will
instantly recover and show all the stored Website login passwords from all the top browsers as
shown below,

You can easily sort the displayed password list based on Browser type, Website, Username,
Password etc. by simply clicking on corresponding header in the List.

Also you can click on 'Recover Again' button to refresh the list anytime.
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-
&} XenArmor Browser Password Recovery Pro Enterprise Edition l = |8 |

Bf“"’e' I XenArmor Browser Password Recovery Pro -—

Chrome Browser

Chrome Browser

Firefox Browser

CenN9H

Firefox Browser

a' Internet Explorer
o Opera Browser

e Apple Safari

UC Browser

@ Comodo Dragon Bro..
. Tor Browser

Chrome Browser @ Successfully Recovered 17 Browser Passwords from this system.

Here is the Password Report summary

=
- ==
—_—
Password Recovery Date: 22 Nov 2017 18:33
Total Browser Passwords Found: 17 =
Chrome Passwords: 3
Firefox Passwords: 2 —
IE Passwords: 1 .
m_—
-
=
[

Opera Passwords: 1
Safari Passwords: 1
Other Browsers: 9

@ Torch Browser \ s

Vivaldi Browser https:/finstagram.com —

(&) Recover Again |

% Settings

Right Click Menu Options

Right click context menu helps you to quickly & easily copy various fields (such as Website,

Username, Password etc).

Also you can launch the selected website, remove the password from selected browser as

shown below,
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i &) XenArmor Browser Password Recovery Pro Enterprise Editicn
YENARMOR N
Browser Password Recovery Pro
Help
' Browser = | Website URL User Name Password
c Chrome Browser https: /fwww,facebook.com/login.php
‘ Chrome Browser https: /finstagram.com — N
t Chrome Browser https: //twitter.com ——————
‘ Firefox Browser https: ffaccounts.google.com —_—
‘ Firefox Browser https: /fwww.facebook.com/ —_——
9 Internet Explorer @ Visit Website e
o Opera Browser ™ Copy Username T —
€ spple Safari ™ Copy Password - —
UC Browser ™ Copy Website URL ———
@ Comodo Dragon Bro| 3¢ Remove Password ——————
. Tor Browser https:/faccounts.google.com ——————
b Torch Browser https: /fwww.reddit.com ————
Vivaldi Browser https: /finstagram.com —
& d -,.. 0 .‘-..
9 — -::'

Browser Password Removal Feature

This is one of the unique & useful feature of Browser Password Recovery Pro. It helps you to
easily remove one or more selected password from selected Browsers with just click of button
as shown below,
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&) XenArmor Browser Password Recovery Pro Enterprise Editicn

Help

c Chrome Browser
c Chrome Browser
Q Chrome Browser
‘ Firefox Browser
‘ Firefox Browser
5 Internet Explorer
O Opera Browser
@ Apple Safari

UC Browser
@ ComodoDr

. Tor Browser
b Torch Browser
Vivaldi Browser

' Website URL

https: /fwww,facebook.com/login.php

https: /finstagram.com
https: //twitter.com
https: ffaccounts.google.com

https://www.facebook.com/

@

@ @

Visit Website
Copy Username
Copy Password
Copy Website URL

o)

x| @

Remove Password

https: /fwww.reddit.com

https: /finstagram.com

Password

———
———

If you have accidently stored password on any laptop then you can discover and remove it
instantly. This way you can protect your important login passwords from being stolen by

hackers, ransomware, virus, password stealers etc

Current version supports removal of password from all browsers except Firefox, Seamonkey, Safari, Tor.

This feature is available only in Enterprise Edition.
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Browser Password Report Generation

Browser Password Recovery Pro helps you to generate detailed report in both HTML & CSV
format. Once passwords are recovered, simply click on Report button and then select the Type
of Report (HTML or CSV) from the 'File Save Dialog'.

Here is the sample of HTML based Browser Password Report,

f & l=]E e

[ Browser Password Recor X

& C | ® file:///C:/Users/Administrator/Desktop/BrowserPasswordReport.html v

Browser Password Recovery Report

Browser Password Statistics:

Browser Password Report Date: 22 Nov 2017 18:33

« Current Username: Administrator

« Operating System: Windows 7 (Version 6.1 Service Pack 1)
« Total Passwords Found: 17

« Chrome Passwords: 3

« Firefox Passwords: 2

« IE Passwords: 1

« Opera Passwords: 1

« Safari Passwords: 1

« Other Browsers: 9

Detailed Browser Password Report:

Index Browser Username Password Website URL
1 Chrome Browser —_— — https:/ /www.facebook.com/login.php
2 Chrome Browser = https:/ /instagram.com

3 Chrome Browser ————— — https:/ /twitter.com

a Firefox Browser ————— ——— https://accounts.google.com
s Firefox Browser _— —_— https://www.facebook.com/

www.XenArmor.com



www.XenArmor.com

Browser Settings

Browser Settings help you to tweak & customize Browser Password Recovery operations as per
you need.

Mainly it helps you to specify custom profile paths for each browser (see next section) and also
specify the Master Password for Firefox.

Click on 'Settings' button from the main GUI screen and you will see the 'Browser Settings'
dialog as shown below,

Browser Settings

Browser _Settings

! : |
Browser Custom Profile Paths
' Browser Custom Profile Path
@ Apple Safari C:\Users\Administrator\AppData'\Roaming\Apple Comput...

¢ Chrome Browser
@ Chrome Canary Brow... C:\Users\Administrator\AppData'Local\Google\Chrome S...
@ Comodo Dragon Bro... C:\Users\Administrator\AppData\Local\Comodo\Dragon\...
@ CoolMNovo Browser C:\Users\Administrator\AppData\Local\MapleStudio\Chro...
‘ Firefox Browser

Apple Safari - C:\Users\Administrator\AppData\Roaming\Apple Comput: ”

Firefox Master Password

Master Password:

www.XenArmor.com
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Settings - Customize Browser Profile Path

This is one of the unique benefits of Browser Password Recovery Pro. It helps you to specify the
custom profile paths for each supported browser.

To set the custom profile path, click on Settings button in main GUI screen and you will see the
Settings dialog as shown below,

Browser Settings u

' Browser Settings '
Browser Custom Profile Paths

' Browser Custom Profile Path

' @joole Safari C:\Users\Administrator \AppData'\Roaming\Apple Compu

C Chrome Browser i« 5 =

Double Click here to Edit Profile Path
@ Chrome Canary Brow... C:\Users\Administrator\AppData'Local\Google\Chrome S...
@ Comodo Dragon Bro...  C:\Users\Administrator\AppData\Local\Comodo\Dragon\...
@ CoolMNovo Browser C:\Users\Administrator\AppData\Local\MapleStudio\Chro...

@ Firefox Browser

{ Apple Safari v ) C:\Users\Administrator\AppData'\Roaming\Apple Comput: ']|
f < > !

or Select Browser from above Combo Box to Edit

Firefox Master Password

Master Password: —

www.XenArmor.com
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This is useful in cases when you have set the Profile path in Browser to non-default location or
when you are using Portable version of Browser. This is also useful when you have copied
browser profile folder from another laptop for recovery process.

Here are simple steps to set or remove Custom Profile Path,

e First select the Browser by double click in the List or select from Combo box

e It will populate the current Custom Path (if any) in the Edit box

e Now to ADD new folder, click on Browse button or simply Drag & Drop your folder

e To REMOVE just set the Edit box empty

e Finally click on 'Update' button to add/remove the custom path

e Once done, you will see new Custom Path is updated in the list for selected Browser

Now you can go back to main GUI screen, click on 'Recover Again' button to recover the
passwords from this new Custom Profile path.

Note that this feature is available only in Enterprise Edition.

Using Command-line Version

Browser Password Recovery Pro supports both GUI & command-line in the single executable
file. Command-line version helps you to fully automate browser password recovery operation.
You can also easily integrate it into your scripts or programs as part of advanced operations.

Here is the screenshot of Command-line version (passwords masked for security reasons)

www.XenArmor.com
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Administrator: C:\Windows\system32\cmd.exe

Opera Brouwser.c
Apple Safari, 4l
Brouser.cont
Comodo Dragon E
[or Browser.con
P.S

SeaMonkey Brous
SRWare Iron Bro
CoolNovo Brouse

C:\>BrouserPasswordRecoveryPro.exe c:\report.html

C:\>BrouserPasswordRecoveryPro.exe c:\report.csv

E=E)

/wuww .facehook.com/login.php"
om"’

/tuwitter.com"
ps://accounts.google.com"
//wau . facebhook.com/"

er, "https://tuwitter.com"
www.linkedin.com"

"

ttps://wuwu.pinterest.com/login/"
https://wuu.facehook.com/"

/accounts .google.com"

/www . reddit.com"’

conm"

»,."https://tuitter.com”
t123,"https://uwu.pinterest.com/login/"
tps://wuwuw.linkedin.com"

.com"

Here are various command-line options & examples

BrowserPasswordRecoveryPro.exe [report.html | report.csv]

//Recover & Save the Browser Password

BrowserPasswordRecoveryPro.exe report.

//Recover & Save the Browser Password

BrowserPasswordRecoveryPro.exe report.

//Save the Browser Password Report to
BrowserPasswordRecoveryPro.exe "c:\my

Report in HTML format (default)
html

Report to CSV file locally
csv

selected folder
reports\report.html"

By default it will generate report in HTML format. You can specify CSV extension to Output File to

generate report in CSV format.

Note that Command-line version is available only in Enterprise Edition.

www.XenArmor.com
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Automation of Browser Password Recovery

Browser Password Recovery Pro Command-line version can help you to completely automate
your Browser Password Recovery operations daily or periodically. It can generate detailed
report in CSV or HTML format which can be used for future auditing or backup purposes.

Here are simple steps to automate Browser Password Recovery using Windows Task Scheduler.

1) Launch Windows Task Scheduler from Administrative Tools in Control Panel. Next click on

"Create Basic Task" on right side panel as shown below,

@ Task Scheduler
File Action View Help

&= | HE

(%) Task Scheduler (Local)
> [ Task Scheduler Library

Task Scheduler Summary (Last refreshed: 26

~

| Overview of Task Scheduler  » |

Scheduler to create
and manage
common tasks that
your computer will
carry out
antnmatiralhs at the

Task Status -|

|l—/|| You can use Task

v

Sta... | LasI; 211 Eours A

Summary: 0 total - 0 running, 0....

Task Name

v

Last refreshed at 26/07/2017 04:10:18 R

Actions

Task Scheduler (Local)
C:nne:t fo ATnother C;npugr
3] Create Basic Task..
% Create Task...
Import Task...
[ Display All Running Tasks
& Enable All Tasks History
AT Service Account Configuration
View
| Refresh
Help

2) On the Basic Task page, enter name as 'Browser Password Recovery'. On next page select

'Daily or Weekly or Monthly' with appropriate Time settings as per your need.
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Create Basic Task Wizard X

Task Trigger

feenieabeciies When do you want the task to start?
@® Daily
Daily
Action O Weekly
Start a Program O Monthly
Finish O Onetime

(O When the computer starts
(O Whenllogon
(O When a specific event is logged

3) Next on the 'Action' Page, click on Start Program and then enter command & arguments as shown
below,

Create Basic Task Wizard X

Start a Program

Create a Basic Task
Trigger Program/script:

D.aify |BrowserPasswordRecoveryPro.exe | ' Browse... \
Action
Add arguments (optional): |c:\pass_report.html |
Finish Start in (optional): I I

www.XenArmor.com
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For more command-line options refer to Browser Password Recovery Pro Command-line Version
section.

4) Finally click on Finish button to schedule the automatic Browser Password Recovery operation.

Create Basic Task Wizard *

:@ Summary

Create a Basic Task

‘Browser Password Recovery'

Trigger Name:
Daily Description:
Action
Start a Program
Trigger: | |Daily; At9:51 PM every day |
Action: IStart a program; BrowserPasswordRecoveryPro.exe c:\pass_report.html l

[[] Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

< Back ‘ Cancel

Contact

Have any more queries or need any technical clarification? Just write to us at support@xenarmor.com
and you will have response within 24 to 48 hours.

For more details visit home page of Browser Password Recovery Pro

www.XenArmor.com
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